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Abstract: Nonhomomorphicity is a new nonlinearity criterion of a mapping or S-box
used in a private key encryption algorithm. An important advantage of nonhomomor-
phicity over other nonlinearity criteria is that the value of nonhomomorphicity is easy
to estimate by the use of a fast statistical method. Due to the Law of Large Numbers,
such a statistical method is highly reliable. Major contributions of this paper are (1)
to explicitly express the nonhomomorphicity by other nonlinear characteristics, (2) to
identify tight upper and lower bounds on nonhomomorphicity, and (3) to find the mean
of nonhomomorphicity over all the S-boxes with the same size. It is hoped that these
results on nonhomomorphicity facilitate the analysis and design of S-boxes.
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1 Introduction

The so-called S-boxes, which are functionally identical to mappings or tuples of
Boolean functions, are of critical importance to the strength of a block encryption
algorithm or cipher. In the past decade, the analysis and design of S-boxes has
attracted a tremendous amount of attention. This paper focuses on new methods
or perspectives for the analysis of S-boxes. More specifically, it deals with a new
nonlinearity indicator called nonhomomorphicity.

To understand the motivation behind the new concept, let us first note that
a mapping F' from V,, to V,,, is affine, i.e., F(x) = 2B ® f where x € V,,, Bis a
fixed n x m matrix, if and only if F satisfies such a property that for any even
number k with k& > 4, we have F(u1)®---®F (uy) = 0 whenever u1 ®---Pug = 0.

Now consider a non-affine function F on V,,. If F(u1) ®---® F(uy) = 0, then
F satisfies the affine property at the particular vector (ui,...,ux). On the other
hand, if F(u;) & --- ® F(ug) # 0, then F behaves in a way that is against the
affine property at (u1,...,ug)-



The above discussions indicate that F(u) @ -+ ® F(ug) # 0 is a useful
characteristic that differentiates a non-affine function from an affine one. This
leads us to consider the number of vectors (u1,...,ux) in V,,, satisfying u; &
--@up=0and F(u;) ®--- @ F(ug) # 0, as a new nonlinearity criterion. We
call this new criterion the kth-order nonhomomorphicity of F'.

Nonhomomorphicity has several interesting properties including (1) it ex-
plores non-affinity from a new perspective; (2) it can be precisely calculated by
other indicators; (3) the mean of nonhomomorphicity over all the S-boxes with
the same size can be precisely identified; (4) there exists a fast statistical method
to estimate the nonhomomorphicity of an S-box.

The rest of this paper is organized as follows. In Section 2, we introduce the
basic definitions and notations used in this paper. In Section 3, we survey pre-
viously known results on the nonhomomorphicity of S-boxes. In Section 4, give
a formula to calculate the nonhomomorphicity of S-boxes by other indicators.
This formula shows a close relationship between nonhomomorphicity and other
important criteria. In Section 5, we establish tight upper and lower bounds on
the nonhomomorphicity of S-boxes. In Section 6, we establish the mean of non-
homomorphicity over all the S-boxes with the same size. In Sections 7 and 8 we
show that the mean of nonhomomorphicity and the relative nonhomomorphicity
are relevant to a statistical method for estimating the nonhomomorphicity of
S-boxes. In Section 9, we compare nonhomomorphicity with nonlinearity, high-
lighting once again the importance of studying the nonhomomorphicity of S-
boxes. In Section 10, we examine nonhomomorphicity in some special cases and
show applications of nonhomomorphicity using a concrete example. Section 11
closes the paper.

2 Boolean Functions and S-boxes

Denote by V,, the vector space of n tuples of elements from GF(2). The truth
table of a function f from V,, to GF(2) (or simply functions on V) is a
(0, 1)-sequence defined by (f(ao), f(ar),..., f(aan_1)), and the sequence of f
is a (1, —1)-sequence defined by ((=1)/(@0) (=1)f(e)  (—1)f(e2n-1)) where
ag = (0,...,0,0), ay = (0,...,0,1), ..., agn—1_1 = (1,...,1,1). f is said to be
balanced if its truth table contains an equal number of ones and zeros.

Definition 1. A function f on V, is called an affine function if f(z) = ¢ ®
121 @ - - - B anxy, where and each a; and c are constant in GF(2). In particular,
f is called a linear function if ¢ = 0. A mapping from V,, to Vy,, F, is an affine
(linear) if all the component functions of F' are affine (linear).

Definition 2. The Hamming weight of a (0, 1)-sequence £ is the number of ones
in the sequence. Given two functions f and g on V,, the Hamming distance
d(f,g) between them is defined as the Hamming weight of the truth table of
f(z) ® g(x), where x = (z1,...,2,). The nonlinearity of f, denoted by Ny, is
the minimal Hamming distance between f and all affine functions on V,, i.e.,
Ny =min;—y o on+1 d(f, i) where p1, Y2, ..., Pan+1 are all the affine functions
on V.



Given two sequences a = (a1, - .., ay) and b = (b1, ..., by,), their component-
wise product is denoted by ax*b, while the scalar product (sum of component-wise
products) is denoted by (a, b).

The Sylvester-Hadamard matriz (or Walsh-Hadamard matriz) of order 27,
denoted by H,, is generated by the recursive relation

Hn—l Hn—l

Hn - |:Hn1 _anl

],n:l,Q,..., Hy = 1.

The ith row (column) of H,,,i = 0,1,...,2"—1, is the sequence of linear function
p; on Vy,, where ¢; = (o, z) and «; is the binary representation of integer i.

Definition 3. Let f be a function on V,. For a vector a € V,,, denote by ()
the sequence of f(x @ «). Thus £(0) is the sequence of [ itself and £(0) x {()
is the sequence of f(z) ® f(z ® «). Let A(a) be the scalar product of £(0) and
&(a). Namely

Ala) = (£(0), £(@))
A(a) is called the auto-correlation of f with a shift a.

The following formula is well known to the researchers. A simple proof to-
gether with applications can be found, for instance, in [8]

(A(Oéo), A(al)a R A(Oé?"—l))Hn = (<£a€0>27 <£7€1>27 LR <€7€2"—1>2) (1)

where «; is the binary representation of an integer ¢ and ¢; is the ith row of H,,
i=0,1,...,2" — 1.

A function f on V,, is called a bent function [7] if (£,¢;)® = 2" for every
i=0,1,...,2" — 1, where £ is the sequence of f and ¢; is a row in H,. A bent
function on V;, exists only when n is a positive even number, and it achieves the
highest possible nonlinearity 27— — 2371,

Definition 4. An n xm S-box or substitution box is a mapping from V,, to Vi,
i.e., F = (f1,-.., fm), where n and m are integers with n > m > 1 and each
component function f; is a function on V,,. In this paper, we use the terms of
mapping and S-box interchangeably. F is an affine mapping if it can be written
as F(z) = xB @ 3, where x = (x1,...,%,), B is an n X m matriz on GF(2),
and B a vector in V,,. When 3 is the zero vector, F is said to be linear.

In cryptography we are interested primarily in regular S-boxes. A mapping
F = (f1,..., fm) is said to be regular if F(z) runs through each vector in V;,
2"~™ times while z runs through V,, once. Clearly n x m S-boxes exist only for
n > m.

A useful conclusion, which appears many times in the literature, for example,
in binary case in Corollary 7.39 of [3], can be described as follows:



Lemma 1. Let F = (f1,..., fm) be an n x m mapping, where n and m are
integers with n > m > 1 and each f;(x) is a function on V,. Then F is regular
i.e., F' runs through all the m-dimensional vectors each 2"~™ times while x runs
through all the n-dimensional vectors each once if and only if any nonlinear
combination of fi,..., fm, f(x) = @;n:l c; fi(x), is balanced.

The concept of nonlinearity can be extended to the case of an S-box [6].

Definition 5. The standard definition of the nonlinearity of F = (f1,..., fm)
18

Np =ming{Nylg = @ c;jfj, cj € GF(2),(c1,...,cm) # (0,...,0)}.
j=1
Notation 1 Let F' = (fi,..., fm) be an n x m mapping, o € V,,, and j3; be
the vector in Vy, that corresponds to the binary representation of an integer j.
Define kg(a) as the number of times F(x)® F(x ®a) runs through § € Vi, while
x runs through all the vectors in V, once, The difference distribution table of F’
is a matriz specified as follows:

kgy(a0) kg (o) ... kgym ,(0)
kﬁo (041) k31 (041) s kﬁ'zm_1 (al)

kgy (o2n 1) kg, (aan 1) o kgym, (@2n 1)

where «; is the vector in V,, that corresponds to the binary representation of j.

Let B; = (b1,...,bm) be the vector in Vi, that corresponds to the binary repre-
sentation of an integer j, j = 0,1,...,2™ —1. In addition, set gj = @._, by fu be
the jth linear combination of the component functions of F'. Denote the sequence
of gj by m;. Set

(Mo, €0)>  (m,lo)> - (mam_1,4o)?
(Mo, 01)? (m,0)> - (pam_1,01)?

P =
(no, lon—1)? (1, on—1)? -+ (1pm —1, lan _1)?

where £; is the ith row of H,, i =0,1,...,2" — 1.
Denote the auto-correlation of g; with shift o by Aj(«). Set

Ag(ao) Al(ao) e Agmfl(ao)
Ao(al) Al(al) ‘e Agm_l(al)

Ao(OLQn,l) Al (agn,l) e Agm,l(ap,l)
Two interesting properties of the difference distribution table K are
2m_1
> kg(ai) =2",i=0,1,...,2" — 1, and (2)
Jj=0

ks, () = 27, kg; () =0, j=1,...,2" -1 (3)



Since both 7y and ¢y are the all-one sequence of length 2™ and ¢; is (1,—1)
balanced for 7 > 0, we have

(Mo, lo) = 2", (no,¢;) =0,j=1,...,2" — 1. (4)

3 Introduction to Nonhomomorphicity

The following lemmas can be found in [11].
Lemma 2. Let F' be an n X m mapping.

1. If F is an affine mapping then for any even number k with k > 4, we have
F(uy) ® F(us) ® - - ® F(ug) = 0 whenever uy ®us ® --- ®up =0,

2. if there exists an even number k with k > 4 such that F(u1) ® F(u2) -+ ®
F(ug) =0 whenever u1 ® us @ -+ ® ug =0, then F is an affine mapping.

Lemma 2 explores a characterization of affine mappings. From the lemma,
if an n x m mapping satisfies F(u1) ® F(u2) & --- ® F(ug) = 0 for a large
number of k-tuples of vectors (uq,...,u;) in V,, with uy ® us ® --- ® ug, = 0,
then F' behaves more like an affine mapping. This leads us to introduce a new
nonlinearity criterion.

Notation 2 Let F' be an n X m mapping and k an integer (even or odd) with
1 <k < 2", Denote by Hgg(a) the collection of ordered k-tuples (u1,us, ..., uy)

of vectors in V,, satisfying 69?:1 uj = a and @;?:1 F(uj;) = 8 where a € V,, and
B € V. Set

W5\ = #HEu () if k>0
where # denote the cardinal number of a set.

In particular, from Notation 2, it is easy to see

(1 l1if Fla) =
b ={ ot rie) 2 1 5)

A formal definition for nonhomomorphicity follows.

Definition 6. Let F' be an nxm mapping, and k be an even number with k > 4.
26750 (jg”za(O) is called the kth-order nonhomomorphicity of F', denoted by (jge),
. (K (K

i.e., qg;) =Y 540 q;é(O)

Note that nonhomomorphicity is defined for an even order k only. This is
because the characteristic properties shown in Lemma 2 cannot be extended to
the case of an odd k.

The concept of kth-order nonhomomorphicity was first introduced in [9]. The
emphasis of [9] was placed on Boolean functions, namely n xm S-boxes with m =



1. The work was carried out further in [11] where the kth nonhomomorphicity of
general n xm S-boxes was studied, albeit for the special case of k£ = 4. This leaves
an unsolved problem in the case of an arbitrary k with k > 4. In this paper we
solve the problem by presenting a set of results on the kth nonhomomorphicity
of general n x m S-boxes for any even k with k& > 4. Techniques employed in
obtaining the results are different from those in [9, 11], and represent a non-trivial
extension of the previous works.
From Definition 6, it becomes clear that the following property is true.

Lemma 3. Let F' be an n X m mapping. For any fixed integer s with s > 2 and
any fized vector in V,, the following equation holds:

Z “(k _2(k 1n

BEV,

Lemma 4. Let F be an n X m mapping and s be an integer with s > 2. Then

~(s ~(s 1
@ = > > a0 hes (@)

B'EVy '€V,

Proof.

q%)( )

—#{(Ula-- US)|®J 1 U= ’69; 1 ( j) =B}

=Y wev, #(ur, . usm)) | @51 u; = o, DIZ) Fuy) = Fo! ® a) ® }
=Doev, ‘jgrspt)l )EBB( a’)

= Y5 ey, Qnabs(@)br(a® a, 835 (@ ® o)

=Y Yy, 550 (@) s (@@ )

Notation 3 Define a 2™+ x 2™+7" reql valued (0,1) matriz Q whose entry on
the cross of the ~vth row and the v'th column is ‘jg,iﬁEBB’ (a®da'), where vy = (a, B)
and ' = (o, 8).

In addition, define a real-valued (0,1)-sequence of length 2",
Z = (co,Cl1y. -y Comin_1), as follows

o { if 4325 (a)
’ 'fq;iﬁ(cw

1

0

where (B3, a) is the binary representation of an integer j.

Lemma 5. Let F = (fi1,..., fm) be an n x m mapping and §; be the vector in
m that is the binary representation of an integer j, 7 = 0,1,...,2™ — 1. Set

g; = (B;, F). Denote the sequence of g; by n;. Then (=, Lp) = (s, {s) where L,
is the pth row of Hyypn, and p=1-2"+4+s5,0<t<2™ —-1,0<s< 2" — 1.



Proof. From the construction of a Sylvester Hadamard matrix, L, can be ex-
pressed as L, = e; Q {5, where Q) denotes Kronecker product, i.e.,

L, = (doly, dils, ... dym_10y)

where e; = (do,di,...,dom_1) and €5 = (co,c1,...,2"™ — 1). Hence e; is the
sequence of a linear function ¢ on V,,, and ¥ (y) = (8¢, y), where f3; is the binary
representation of an integer ¢.

By a straightforward verification, one can get

om_19m_1
(1
=3 Y dph,(adje
i=0 ;=0

2" -1 2™m-1

=2 e Y iy (and

i=0 j=0
— 2™ 1

~(1 .
Z Z %)B (ai)(—1)¥(55)

Note that for a fixed a;, from (5), we have 23:0_1 (jg)ﬁj (o) (=1)¥B) =
(_1)¢(F(sz)) — (_1)<6t’F(0‘z)> We also note that (_1)<Bt7F(O‘O)>, (_1)<6t7F(a1)>,

, (=1)nFleen—1)) s identified with the sequence 7, defined in Section 5.
Hence we have proved (=, L) = (1, {s).

Lemma 6. Let F be an n x m mapping and s be an integer (even or odd) with
s > 1. Then the entry on the cross of the vth row and the +'th column of Q° is

precisely identified with q(s) (a).

Proof. By induction on s. From the definition of Q, the lemma holds when s = 1.
Agsume that the lemma holds when 1 < s <k — 1.
Consider (jg%(a). From Lemma 4, we have

Trsle)= 3 > drs (@)ies (0®a)
B'EVy @€V,

Finally recall the assumption that the theorem holds when 2 < s < k — 1. By
using Lemma 4 we have proved the lemma.

Rewrite = H 4y, as
EHpyyn = (<57L0>a (57L1>a sy <57L2m+"71>)

where L; denotes the ith row of H, 1, and the binary values 0 and 1 are regarded
real numbers.
Hence it is easy to verify

QHm-i-n = Hm+ndmg((5, L0>a <57L1>a ) <57L2m+"—1>)



and
2T T " Hy i nQHpyyy = diag((Z, Lo), (2, L1), ..., (5, Lom+n_1))
This causes
27" " HynQ* Hpnn = diag((Z, Lo)®, (Z, L1)", ..., (5, Lym+n_1)")
or
Q°Hypyn = Hypndiag({Z, Lo)? (2, L1)°, ..., (E, Lom+n_1)%) (6)

Comparing the top row on the two sides of the equality (6) and using Lemma
6, we obtain

(@5, (@0), @5 (@0, @ (1), (@2n 1) Honn
= (<57L0>57<57L1>87"'7<57L2’“+"—1>s) (7)

where «; is the binary representation of an integer ¢ with 0 < i < 2™ — 1, while
B; is the binary representation of an integer j with 0 <7 < 2™ —1.
From (7) and Lemma 5, we conclude

Theorem 1. Let F be an n x m mapping and s be an integer (even or odd) with
s > 1. Then

(QE;,)BO (Oéo), qNE':,)ﬁl (O[o), T ’(jg’)ﬁszz(omn_l)’ (jg*f’)ﬁsz1 (a2n_1))

= 2_m_n(<n07€0>37 <7717Z0>s7 EERE <772m—27€2"—1>37 <772m—17€2"—1>s)Hm+n

where ng is defined in Lemma 5 and {, is the a row of Hy, 8 is the binary

representation of an integer 7 with 7 = 0,1,...,2™ — 1, and « is the binary
representation of an integer i with i =0,1,...,2" — 1.
~(s)

4 Calculating g

(j}%(O) has been studied in [11]. In this section we turn our attention to (jgf())(O)
with & > 0.

Let # =0 and @ = 0 in Lemma 6. Then each entry on the diagonal of Q° is
precisely identified with (jﬁ%(o).

Comparing the leftmost entry on the two sides of the equality in Theorem 1,
we conclude

Lemma 7. Let F' be an nx m mapping and s be an integer (even or odd). Then

2m—12"—1

Gen0) =27 5T ST gy, )
j=0 =0



From Definition 6, we have g =Y 50 (jifg( ) =2k=bn_g S 70(0). Therefore
the following theorem holds:

Theorem 2. Let F' be an n X m mapping and s be an even number with s > 4.
Then the nonhomomorphicity of F', denoted by (jl(ps), satisfies

2m—12" -1

(jg) — 2(5—1)n _9—-m-n Z Z (nj,€i>s
J=0 =0

where (n;,4;) is defined in Notation 1.

Since both 179 and ¢, are identified with the all-one sequence of length 2", and

£; is (1,—1)-balanced for ¢ = 1,...,2"™ — 1, Theorem 2 has another expression:
2m 12" —1
q}-‘s) — 2(571)77, _ 2(sfl)nfm _9—m-n Z Z (nj7€i>s
j=1 i=0

Replacing s in the equality in Theorem 1 by ¢, where ¢ > 1 is an integer
independent of s, we obtain another equality. Carrying out the inner product
between the two equalities, we have proved

2m—12"—1
S ¥ il - S S
BEVm 0V, i=

By using Lemma 7, we have proved

Corollary 1. Let F' be an n X m mapping and s > 1 and t > 1 be any two

integers. Then
Z Z ~(8) (@)

BEV,, a€V,

5 Bounds on ql(;?)

We first introduce Hélder’s Inequality which can be found in [2].

Lemma 8. Let c; > 0 and d;j > 0 be real numbers, where j =1,...,t, and let p
and q satisfy % + % =1andp>1. Then

t t t
QPR =Y eid;
=1 =1

=1

where the quality holds if and only if c; =vd;, j =1,...,t for a constant v > 0.



lifej =1

When c¢;, d;, p and ¢ satisfy the condition that ¢; > 0, d; = {0 fe =0
;=

s

p =35 and ¢ = %5, Holder’s Inequality gives

ch > - (ch)

j=1
where the quality holds if and only if ¢y, ..., ¢; are all identical.

[N
e
N

(8)

Lemma 9. Let F' be an n X m mapping and s be even with s > 4. Then (j;f})(O),
satisfies

o(s—)n—m (2m — 1)2%—711 < q}f})(o) < 9(s—1)n
where the first equality holds if and only if every nonzero linear combination of
the component functions of F is bent, and the second equality holds if and only
if F' is affine.

Proof. Consider the first inequality. From Lemma 7, we have

2m—12"—1
52—?7)0(0) = 2(8—1)n—m 4 o—m-n Z Z <77j7€i>s
j=1 i=0

By using (8) which is a special case of Lemma 8, we obtain

2m—12"—1
ah(0) > 2= 0mm pgmmenf(am —1)am)=E (ST S @, 00)) 8]
j=1 =0

According to Parseval’s equation (Page 416 of [4]), we have Z?;()_l (nj, ;)% = 27"
for each j, 1 < j < 2™ — 1. Hence

5 (0) > 26 Dnmm g mmengm _ PanylE((2m — 1)22)E] (9)

This proves the first inequality. Once again by using (8), the equality in (9)
holds if and only if (n;,¢;)? are identical for all j = 1,...,2™ — 1 and i =
0,1,...,2" — 1. Parseval’s equation implies that, in this case, (n;, £;)* = 2" for
al j =1,...,2™ —1and ¢ = 0,1,...,2™ — 1. Recall the definition of a bent
function. Thus we have proved that the equality in (9) holds if and only if each
g; is bent, where 1 <7 < 2™ —1.

By the definition of the sth-order nonhomomorphicity of F and Lemma 2,
the second inequality is true, and the equality holds if and only if F' is affine.

Recalling Definition 6, we conclude
Theorem 3. Let F' be an n X m mapping. Then the sth-order nonhomomor-
phicity of F, (jif), satisfies
0< Eg) < 2(5—1)n _ 2(5—1)n—m _ (2m _ 1)2%—m

where the first equality holds if and only if F' is affine, and the second equality
holds if and only if every nonzero linear combination of the component functions
of F is bent.



If an n x m mapping, F', has the property that every nonzero linear combi-
nation of the component functions of F' is bent, then F' is said to be perfectly
nonlinear. In this case, we have m < in (see [5]).

6 Mean of q}’“) over all F

Notation 4 Let Oy (k even) denote the collection of k-tuples (ui,...,ur) of
vectors in Vy, satisfying uj, = uj,,..., U5, = Uj,, where {j1,j42,...,Jk} =
{1,2,...,k}. Let Dy, denote the collection of k-tuples (uy,...,uy) of vectors in
Vi satisfying u1 @ -+ S ug =0 and (u1,...,ug) &€ O.

Obviously
#Op + #Dy = 200707 (10)
It is easy to verify

Lemma 10. Let n, m and k be positive integers and uy & --- ® up, = 0, where
each uj is a fived vector in V,,. Then

Flu1)®---® F(ug) =0
holds for every n x m mapping F if and only if k is even and (uy,...,ux) € O.
The following lemma can be found in [9]

Lemma 11. In Notation 4, let k be an even with 2 < k < 2™. Then

k/2

B on (k)!
= (Y) T

t=1 p1+--+pe=k/2, p; >0
Theorem 4. Let n, m be positive integers and k be an even with 2 < k < 2™.

Then the mean of (I}k) over all the n x m mappings, i.e., 2~ ™2 Yor (jgﬂ), satisfies

2—m-2" Z(jg:]‘c) — 2—m(2(k—1)n _ Ok)
f

Proof. Note that for each (u1,...,u;) € Dy, for a random n X m mapping F,
F(u1) ®--- @ F(ug) takes every vector in V;,, with an equal probability of 27™.

Therefore the mean of (jg% (0) over all the nxm mappings, i.e., 272" dor (jg%(o)

satisfies

9-m2" Z‘ﬁ%(o) =g —m2" Z #(7—[%2(0)) =2""4#Dy (11)
7 F

From Definition 6, we have
—m-2" ~(k —m-2™ ~(k —-m
2 Y g =2 Y Y ds0) = (-2 ) #D, (12)
F B#0 F
Applying (10) to (12), we have proved the theorem.



7 Relative Nonhomomorphicity

The concept of relative nonhomomorphicity introduced in this section is useful
for a statistical tool to be introduced later.

Definition 7. Let F be an n X m mapping and k be an even with k& > 4. Define

)
the kth-order relative nonhomomorphicity of F, denoted by pg.f), as pgc) = %,
. k Gl
1.e., p(F) = 2(’“:157"70;@'

From Theorem 4, we obtain

Corollary 2. The mean ofpgf) over all the functions on Vy,, i.e., 27™2" Zf pgc),

satisfies
2 Nl =1 -2
F

It is interesting to note that 2—™2" Zf pgf) =1— 27" is not relevant to k.
From Corollary 2, we obtain

>1— 27" then F' is not less nonhomomorphic
(k) than the mean of nonhomomorphicity
PF\ <1—2-™ then F is less nonhomomorphic
than the mean of nonhomomorphicity

(13)

If pgc) is much smaller than 1 — 27™, then F' should be considered to be cryp-

tographically weak.

8 Estimating Nonhomomorphicity

As shown in Theorem 2, the nonhomomorphicity of an S-boxes can be deter-
mined precisely. In this section, however, we introduce a statistical method to
estimate nonhomomorphicity. Such a method is useful in the fast analysis of
functions.

Denote a real-valued (0, 1) function on Dy, t(u1, ..., ug), as follows

11fF(u1)®®F(uk) #B
0 otherwise

t(ul,...,uk) = {
Hence from the definition of nonhomomorphicity, we have
_(k
= Y )
(u1,.eeyup ) €Dy

Let {2 be a random subset of Dy. Write w = #(2 and
-1
f=— > t(ur,... ) (14)

w
(ug,eyup) ER



Note that this is the “sample mean” [1]. In particular, 2 = R,(zk) — Oy, tis
identified with the “true mean” or “population mean” [1], namely, pgf).

Now consider },, . eo(t(ur, ... up) — t)2. We have

S (tur, . uk) = 1)

(ul,...7uk)EQ
= Z t2(ui,. .., up) — 2t - Z tur, ... ug) +wb
(u1,...,up)ER (w1,...,ur)ER

Note that ?(uy,...,ug) = t(u1,...,u). From (14),
Z (t(ur, ... up) — )% = wi — 20E + Wb
(ul,...,uk)GQ
= wi — 2wl + Wt
=wit(1-1) (15)

Hence the quantity of \/ﬁ >y (UL, - uk) —1)2, which is called

the “sample standard deviation” [1] and is usually denoted by u, can be expressed

as
_ Z (t( ) —1)?2 = M (16)
= o Uty U = 1
(ul,...,uk)eﬂ

By using (4.4) in Section 4.B of [1], the “true mean” or “population mean”, pgffi,

can be bounded by

7 H (k) 7 H

t— Ze/Qﬁ < pf71 <t+Ze/2ﬁ
where Z,/; denotes the value Z of a “standardized normal distribution”. Note
that (17) holds with a probability of (1 — e)100% (see for example [1]).

For instance,

(17)

when e = 0.2, Z, /5 = 1.28, and (17) holds with a probability of 80%,
when e = 0.1, Z,/, = 1.64, and (17) holds with a probability of 90%,
when e = 0.05, Z./, = 1.96, and (17) holds with a probability of 95%,
when e = 0.02, Z,/, = 2.33, and (17) holds with a probability of 98%,
when e = 0.01, Z,./, = 2.57, and (17) holds with a probability of 99%,
when e = 0.001, Z, /> = 3.3, and (17) holds with a probability of 99.9%.

From (14), we have 0 < t < 1. It is easy to verify that p in (16) satisfies
0<u< %1 / =%+ . This implies that (17) can be replaced simply by

< Ze)2 ®) 1,  Zes

L P R :
Pr =1

2v/w —1 (18)



where (18) holds with a probability of (1 — €)100%. Hence if w, i.e., #{2, is
large, then the lower bound and the upper bound on pg“) in (17) are closer
to each other. On the other hand, if we choose w = #(2 large enough, then

Ze/gﬁ is sufficiently small, and hence (17) and (18) will provide us with useful
information. For instance, viewing (17) and (18) and Corollary 2, set e = 0.001

and Z,/, = 3.3, we can choose w = #2 such that % < 27(m+2) Tn this case

the estimation of nonhomomorphicity has a reliability of 99.9%. This indicates
that #02 = w > 52213 is sufficiently large.

In summary, we can analyze the nonhomomorphic characteristics of a map-
ping from V,, to V,;; in the following steps:

1. we randomly fix a subset of Dy, say (2, where w = #4{2 is large enough (say
w Z 5. 22m+5),

2. by using (14), we determine %, i.e., “the sample mean”,
(k)

3. by using (17), we determine the range of ;EFDk , with a high reliability,

We note that the statistical analysis is efficient due to the following reasons:

)
(1) the relative nonhomomorphicity, % is precisely identified by the use of

“population mean” or “true mean”, a terminology in statistics,

(2) the method is highly reliable,

(3) w is dependent only on the size m,but not on n. Hence the method does not
require a huge amount of computing.

From the Law of Large Numbers [1], as n grows larger and larger, the “sample
_ (k)
mean” t becomes closer and closer to the “true mean” ;‘bk

Recall Definition 2. To determine the nonlinearity of an individual function f
on V,,, we need to calculate d(f, ¢;) where @g, @1, - .., @an+1_1 are all the affine
functions on V,,. Let g, ¢1, ..., @w2n_1 be all the linear functions on V,,. Then
1P o, 1D w1, ..., 1D pan_; are all the affine, but not linear, functions on V;,.
Note that d(f,1Dp;) = 2" —d(f, p;)- Hence we need to calculate each Hamming
distance d(f,p;), for j = 0,1,...,2" — 1. On the other hand, to calculate each
Hamming distance d(f, y;), we should compare the value f(«) with the value
pi(a) for each o € V.

Now consider Definition 5. To determine the nonlinearity of an n x m S-
box, we need to compare value g;(a) and the value ¢;(a), (2™ — 1)22" times
altogether, where j =1,...,2™ -1,:=0,1,...,2" — 1, a = g, 01,...,Q9n_1.

Compared with the determination of nonlinearity of an n x m S-box, here
we can use the statistical method with a reliability of 99.9%. To achieve this we
need to choose 2 with #42 = w > 5-22™%5 which is not relevant to n and much
less than (2™ — 1)227. Hence the statistical method saves time in computing.

As the estimated value of nonhomomorphicity has a high reliability, it can
be used to examine other criteria. This will be seen in Section 9.




9 Comparing Nonhomomorphicity with Nonlinearity

Let F' = (f1,..., fm) be an n x m mapping and §; be the vector in V;,, that is the
binary representation of an integer j, j = 0,1,...,2™ — 1. Set g; = ., bufu-
Denote the sequence of g; by n;.

Similarly, let F* = (ff,..., fr) be an n x m mapping and f; be the vector
in V,,, that is the binary representation of an integer j, j =0,1,...,2™ — 1. Set
g; = @, buf;. Denote the sequence of g5 by nj.

Since both 1y and /£y are the all-one sequence of length 2™ and ¢; is (1, —1)-
balanced,

(770,(0) = 2“, (770,&) = 0, 1= 1,...,2” -1
Similarly
<7’]S,€0> = 2n, (7}3,&) = O,iz 1,...,2” -1

We rewrite each |(n;,¢;)| as ps, 7 =1,...,2"—=1,4=0,1,...,2" — 1 and list
all the p, as follows
P1,P2,---,P2n(2m 1)

where p; > p; if j > 4.
Similarly, rewrite each |(n},(;)| as p}, j =1,...,2™ = 1,i=0,1,...,2" =1
and list all the p% as follows

PLP;: .. 7p;"(2m—1)

where p} > p; if j > i.
We consider the following two cases.

Case 1: p; = p}, j =1,...,2"(2™ — 1). By using Theorem 2, we have (jg,k) =

dg;k*) , where k is any even number with k > 4.
Case 2: there exists some jo such that p; = p;f, Jj=1,...,750 and pj11 >

*

P# 1. Then there exists an even number ko such that pfo /pj;c > 2™ — jo for every

even k with k& > kq. This implies that Z?n (12m_1) pg? > Z?:(fm_l) p;-k. Hence

2m—12"—1 2m—12"—-1
Z Z(Uja€i>k> Z Z(ﬂ;',fi)k
=1 =0 i=1 =0

where k is any even number with k > ky. By using Theorem 2, we have proved
~(k) o ~(k)
dr’ > qp+-

In summary, we conclude

Theorem 5. Let F' and F* be two n x m mappings. Then (j%k) = (j%k) where k is

any even number with k > 4. Otherwise there exists some even number ky such

that (jg;k) > (j%k) or (j%k) < (jgi), where k is any even number with k > k.

By the same reasoning, we can prove



Theorem 6. Let F' and F* be two n x m mappings. If Ny > (<)Ny« then there

exists some even number ko such that (j%k) > (<) ”%k) where k is any even number
with k > ko.

We can give Theorem 6 an equivalent statement as follows.

Theorem 7. Let F' and F* be two n X m mappings. If there exists some even
number ko such that (j%k) > q}’“) where k is any even number with k > ko then

Ny > Ny-.

Examining Theorem 7, we can see that when k is large, (j}k) guarantees a

high nonlinearity. As (jg“) can be statistically estimated, this result can be useful
in facilitating the analysis of nonlinear properties of S-boxes.

Lemma 12. There exists some even number ko with ko < 2™, satisfies the prop-
erties in Theorems 6 and 7.

Proof. Recall the proof of Theorem 6. We have p; = pj, j = 1,...,jo and
Pjo+1 > Pj 1. Since each p; is an even number, we have pj,+1 > 2+ Pf .
*

Hence pfo /pj;c > 2™ — jo for every even k with k& > k.

10 Nonhomomorphicity in Special Cases

The nonhomomorphicity is more useful in two special cases: the nonhomomor-
phicity of Boolean functions and the 4th-order nonhomomorphicity of S-boxes.

10.1 The Nonhomomorphicity of Boolean functions

In fact, a Boolean function f on V,, is a degenerated case of n x 1 S-box. In this
case (13) is specialized as

> 1 then f is not less nonhomomorphic
(k) than the mean of nonhomomorphicity
Ps < % then f is less nonhomomorphic
than the mean of nonhomomorphicity

(19)

Obviously (19) is simpler than (13) and hence is easer to use in practice. More
details about the nonhomomorphicity of Boolean functions can be found in [9].

Since a function on V,, is an n x 1 S-box, Theorem 4 can be specialized as
follows:

Corollary 3. Let n, m be positive integers and k be an even with 2 < k < 2™.

Then the mean of (I}k) over all the n x m mappings, i.e., 2~ ™2 Yor (jgﬂ), satisfies

272" 3 =gl hn gy
!



10.2 The 4th-order nonhomomorphicity of S-boxes

From Lemma 2, we can focus on (jgl) rather than high order nonhomomorphicity.

Furthermore it turns out that (jgf) is related to other criteria.

Theorem 8. Let F' be an n x m S-bozx. Then

(Z) qg) = 23n - ZozGVn ZﬁEVm k[%(a)’

.. ~(4 o m_ n_
(ii) Gy = 25" — 272t 4 ST NS S s )Y,
(iii) Gy = 2% —2 ™28 4+ Y TS A2 (ay)].

where kg(a), (n;,0i) and A%(a;) have been defined in Notation 1,

Proof. (i) is specialized from Theorem 1 by setting s = 4.

(ii) A useful formula can be found in [10]: P = H,K H,, where P and K are
defined in Notation 1. Hence PTP = H,KTH,,H,,KH,, = 2™H,KTKH,, =
2m+n(2="H,KTKH,). Note that 2~ " H,, is the inverse of H,,. From linear alge-
bra, similar matrices have the same sum of the elements on the diagonals. Hence

M1 =21
Z]’:O >0 (77]',&)4 = ZaeVn devm k?a ().
—m— 2m 1 271

Due to (4), zaevn Zﬁevm k%(a) =277 n[24n+2j:1 Zi:O (ﬂj:€i>4]- We
have proved (ii).

By using (1) and (i), we obtain (iii).
Example 1. The Data Encryption Algorithm or DES employs eight 6 x 4 map-
pings or S-boxes. Consider the first mapping F'. From Definition 6, we directly
calculate (jg‘) = 231264. (Also we can use a statistical method to find an approx-

imate value of (j;fl)).

By using Theorem 8
231264 =2'" — > )" kj(a)
a€Vs BEVA
From the property of the difference distribution table K, we have ky(0) = 27
and k3(0) =0, 8 #0.
Y ki) =2'" — 27 — 231264
a€Vs,a#0 BEV,
Write max{ks(a)|a € Vs.a # 0,8 € Vi} = kpr. Hence we have
kv Y > ks(e) > Y0 > k(e) =2'% -2 — 231264
a€Vs,a#0BEV, a€Vs BEVS

Once again recalling the property of K, we have ZBeVm kg(a) = 2", for any
a € V,. Hence
Ear(28 —1)26 > 2'8 — 212 _ 231264



This implies kpr > 6.6. Since kps is even, kys > 8. This is larger than the trivial
lower bound kp; > 2"~ =4,

Write max{|(n;, £;)||1 < j <2*—1,0 <i < 26—1} = py. Due to Theorem 8,
we have

241261 241261
918 _ s(4)yo6+4 _ 924 _ .
( ar’) = Z Z(m, z> Z (nj, i
j=1 i=0 j=1 =0

By using Parseval’s equation, Page 416 of [4], we have Z?i81<77j,£i>2 =226
for each fixed j, j = 1,...,2* — 1. Hence p}, > 2'? — 21280 > 241 As p3, is
square and hence a multiple of 4, we have p%, > 256. By using Definition (5), we
conclude that Ny < 267! — 1p,; < 24. Recall that the maximum nonlinearity
of functions on Vg is 2671 — 2371 = 28 and it can be achieved only by bent
functions.

Write max{|A;(a;)|1 <j <2t —1,1<i <26 -1} = Ap. Once again, due
to Theorem 8,

241261

(23~6 ~(4) Z Z AQ (o)

j=1 =0

Noticing Aj(ap) = 2%, =0,1,...,2* — 1, we have

241261
23-6+4_24g§;1)_23 — 926+4 | Z Z AQ (i) < (2 1)( —1)A2
j=1 i=1

This proves that

922 _ 918 _ 916 _ 24(1(4)
A2 > r 176
M = (26 —1)(2% — 1) >

As A%, is square, it must be a multiple of 4. Hence we have A3, > 196 and
Ay > 14.

11 Conclusions

We have proposed the nonhomomorphicity of S-boxes as a new nonlinearity
criteria. We have explicitly expressed the nonhomomorphicity by other nonlinear
characteristics, identified tight upper and lower bounds on nonhomomorphicity
as well as the mean of nonhomomorphicity over all the S-boxes with the same
size, and proposed a statistical method to estimate the nonhomomorphicity of
S-boxes. We have also demonstrated applications of nonhomomorphicity in the
analysis of S-boxes. It is our belief that more applications of the new criterion
will be identified in the future.
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